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Konfiguracja Microsoft OAuth w Wizlink®
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Aby skorzysta¢ z mechanizmdw logowania Microsoft OAuth w Wizlink nalezy
zrealizowac trzy kolejne kroki:

1. Utworzenie aplikacji wewnetrznej (single tenant) w ,,Azure Active Directory”.

2. Nadanie uprawnien w panelu administracyjnym.

3. Podanie Application ID oraz Tenant ID w aktywnosci do obstugi wiadomosci
email.

1. Utworzenie aplikacji w AAD.

Po zalogowaniu sie do https://portal.azure.com/#home na konto znajdujgce sie w
te] samej organizaciji posiadajgcej konto mailowe, z ktdrego bedzie korzystat robot,
nalezy wybrac opcje ,Azure Active Directory” w menu. Nastepnie trzeba przejs¢ do
opcji ,,App Registrations”, dzieki czemu zostanie wyswietlony nastepujgcy ekran:

iz, Default Directory | App registrations & x

t rew registration & endpoints * Troubleshocting (O mefresh L Downlosd B2 previewfesturss | &7 Got feedback?

This account isn't listed as an cwner of any applications in this directory.

View all applications in the directory

View all applications from personal account

Z tego ekranu nalezy wybrac opcje ,New Registration”.

Na nastepnej stronie trzeba podac¢ nazwe aplikacji, a pozostate opcje zostawic
domysline (w szczegdlnosci opcje definiujaca, kto bedzie z niej korzystac).

Register an application

* Name

The user-facing display name for this application (this can be changed later).

WizlinkMailer e

Supported account types

Wheo can use this application or access this API?

© Accounts in this organizational directory only (Default Directory only - Single tenant)

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbax)

O Personal Microseft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform e | | e.g. https://fexample.com/auth

Nastepnie nalezy nacisngc przycisk register.
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Jezeli portal powrdci na strone gtowna, trzeba ponownie przejs¢ do strony rejestracji
aplikacji - a wiec znowu wybrac¢ opcje ,Azure Active Directory” i po niej ,App
Registrations”. Tym razem powinna sie tam znajdowac¢ nowa aplikacja utworzona w
poprzednim kroku:

Home » Default Directory

iz Default Directory | App registrations & - *
t wewregistration &8 endpaints £ Troubleshooting (O Refresh 4 Downlosd B previewfestures | &7 Got fesdback?
0 Cvervew
0« ication L DAL) sl Azure AD! e supeant ty updat o eedto be
All applications  Owned applications  Deleted apphications  Applications from personal accour
o add fiters
B Enterprise applications : . T e e R
W Devices
B app registrations
Klikajac na jej nazwe nastepuje przeniesienie do zarzadzania aplikacja:
g WizlinkMailer = X

ory Authentication Library (ADAL) snd Azure AD Graph. We will continue £ pravide technical support and security updates but we will 10 kinges provids festure updstes Appiations wil néed to be

GetStarted  Documentation

The Microsoft identity piatform is an authentication service. open-source fiby
and protect APls, and 2d

W wanifest

suppart + Troubleshaoting
. a 5 m P o M [

Tu nalezy skonfigurowac kilka elementéw. Po pierwsze w zaktadce , Certificates &
secrets” trzeba utworzyc¢ token, ktorym aplikacja bedzie sie uwierzytelnia¢ z reszta
Active Directory.

Home > Default Directory | App registrations > WizlinkMailer Add a client secret
WizlinkMailer | Certificates & secrets = -
Sescription
Expires -

@ 2opicarion regitrasion cenifcates sacrets and edervted cradentils can be found n e 1ab3 below

Certificates (0} Client secrets (0)  Federated credentials (0)

A secretstring that the application uses to prove ts dentity when requesting a token. Also can be refemred to as application password.

+ ew client secret
o ap1 permissions
Value © Secret D
@ Expose an AP

& Roles and administrators
M Manifest

Support + Troubledhaoting
£ Troubleshocting

B new support request

e
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Po nacisnieciu przycisku ,New client secret”, po prawej stronie pojawi sie okno.
Formularz w tym oknie nalezy wypetnic, podajac opis i czas, przez ktory ww. token
bedzie wazny. Po uptywie wybranego czasu, ten krok bedzie trzeba powtdérzyé.
Po uzupetnieniu wszystkich pol, nalezy podane dane zatwierdzi¢ przyciskiem ,add”.
Nastepnie w zaktadce Authentication, w sekcji ,Advanced settings” nalezy sie
upewnic, ze witgczona jest opcja LAllow public client flows”.

Home > Default Directory | App registrations > WizlinkMailer

) WizlinkMailer | Authentication =

|P Search (Ctrl+/) ‘ « 07 Got feedback?

B overview ) )
Platform configurations

& Quickstart

. . Depending on the platform or device this application is targeting, additional configuration may be required such as
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform,
Manage - Add a platform

&= Branding & properties

D Authentication Supported account types

Certificates & secrets
Whao can use this application or access this API7

Il Token configuration o . . )
@ Accounts in this organizational directory only (Default Directory only - Single tenant)

- API permissions O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

& Expose an AP
Help me decide...
B app roles

4 Owners

5 rol d sdministrat A Dueto temporary differences in supported functionality, we don't recommend enabling perscnal Microsoft *

4k Roles and administrators accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest

} editor. Learn more about these restrictions.

M Manifest

Support + Troubleshooting Advanced setti ngs

&2 Troubleshooting - —
Allow public client flows

& New support request . p .
Enable the following mobile and desktop flows: ( ves No )

- ~
* App collects plaintext password (Resource Owner Password Credential Flow) Lefgg mora =2

* Mo keyboard (Device Code Flow) Learn more)
* 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more

Jezeli ta opcja jest wytaczona, nalezy jg wtaczyd przestawiajgc na ,yes”.

Oprocz tego nalezy dodac platforme, na ktorej bedzie dziata¢ aplikacja. W sekcji
,Platform configurations”, trzeba klikna¢ przycisk ,Add a platform”, co spowoduje
wyswietlenie dodatkowego okienka, z ktdrego nalezy wybrac¢ opcje ,Mobile and
desktop applications™
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Configure platforms X

Web applications

@ Web pemn  Single-page application

Build, host, and deploy a web server Configure browser client applications

application. NET, Java, Python and progressive web applications.
Javascript.

Mabile and desktop applications

. i0S / mac0S *| Android

Cbjective-C, Swift, Xamarin Java, Kotlin, Xamarin

@ Mobile and desktop
applications

Windows, UWP, Console, loT &
Limited-entry Devices, Classic i05 +
Android

Nastepnie nalezy zaznaczyc kwadrat przy adresie
https://login.microsoftonline.com/common/oauth?2/nativeclient jako ,Redirect URI”
i zatwierdzi¢ zmiany przyciskiem ,,Configure”:
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Configure Desktop + devices X

{ All platforms Quickstart  Docsf

Redirect URls

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users, The redirect URI you send in the request to the login
server should match one listed here. Also referred to as reply URLs. Learn more about
Redirect URIs and their restrictions =

https://login.microsoftonline.com/commaon/oauth2/nativeclient |D
|:| https://loginlive.com/oauth20_desktop.srf (LiveSDK) |D
[ ] msal163aa731-a283-4d40-8baa-37f0ebb6dcb0;//auth (MSAL only) [

Custom redirect URIs

https://contoso.com

Nastepnie po przejsciu do zaktadki overview nalezy skopiowac wartosci znajdujgce
sie w ,Application (client) ID” i ,Directory (tenant) ID”. Te wartosci bedzie trzeba
podac¢ w aktywnosci w Wizlink.

lil Delete @ Endpaints [ Preview features

# Essentials

Display name HRvd Client credentials : 0 certificate, 1 secret
Application (client) 1D 1632373 1-3283-4d40-8baa-37f0ebb6dch0 Redirect URIs : 0 web, 0 spa, 1 public client

Object ID 1 69bec88e-9f5b-4302-bbb7-2eb790487a8d Application ID URI : Add an Application 1D URI

Directory (tenant) ID I(dDE2[fb—S386—4[}29'9?81}675&155338[!( I Managed applicationin ... : WizlinkMailer

Supported account types : My organization only

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Diractory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Get Started Documentation

2. Nadanie uprawnien aplikacji

Nastepnym krokiem jest nadanie uprawnien do interakcji z potrzebnymi
elementami Active Directory. W tym celu trzeba przejs¢ do menu ,API
permissions”:
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Manage

=
D

Branding & properties
Authentication
Certificates & secrets

Token configuration

APl permissions

Expose an API

App roles

Owners

Roles and administrators

Manifest
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Na otwartej stronie nalezy nacisna¢ przycisk ,Add a permission”, a z otwartego po
prawej stronie panelu wybrac ,Microsoft Graph”:

Request API permissions

Select an API

2

Microsoft APls

Commonly used Microsoft APIs

Microsoft Graph

APls my organization uses

My APls

Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePeint, Planner, and more through a

\_—
4‘\ Take advantage of the tremendous amount of data in Office 363, Enterprise Mobility + Security, and Windows 10.
<4

single endpoint.

w Azure Communication
L Services

Rich communication experiences with

the same secure CPaaS platform used
by Microsoft Teams

/A Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

#% Dynamics 365 Business
W Central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

G Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

|
s Azure Storage
Secure, massively scalable object and

data lake storage for unstructured and
semi-structured data

D Dynamics CRM

Access the capabilities of CRM business
software and ERP systemns

(™) Azure Rights Management
h. Services
Allow validated users to read and write
protected content

Ny, Data Export Service for

V Microsoft Dynamics 365
Export data from Microsoft Dynamics
CRM organization to an external
destination

D Dynamics ERP

Programmatic access to Dynamics ERP
data

X

W zaktadce Delegated permissions trzeba dodac nastepujgce dostepy kolejno je
wyszukujgc:
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e email
e Offline_access
e SMTP.Send

e User.Read

Request API permissions X

€ All APIs
@} Microsoft Graph
https://graph.microsoft.com/ Docs =

What type of permissions does your application require?

| Delegated permissions Application permissicns

Your application neads to access the APl as the signed-in user. Your application runs as a background service or daesmon without a
signed-in user.

Select permissions expand all

|f0 SMTP x

o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
more

Permission Admin consent required

N SMTP (1)

SMTP.Send @

No

Send emails from mailboxes using SMTP AUTH.

Wybor trzeba zatwierdzi¢ klikajgc przycisk ,Add permissions”. Nastepnie trzeba
ponownie nacisngc przycisk ,Add a permission”, w panelu wybrac¢ zaktadke ,APIs
my organization uses” i wyszukac¢ tam Office 365 Exchange Online:
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Request API permissions X

Select an API

Microsoft APls APls my organization uses My APls

Apps in your directory that expose APIs are shown below

2 Office 365 Exchange Online

Name Application (client) ID

Office 365 Exchange Online 00000002-0000-0ff1-c200-000000000000

W przeciwienstwie do Microsoft Graph, tym razem nalezy wybrac ,Application
premissions” i tam juz analogicznie dodac uprawnienia do:

o [IMAP.AccessAsSApPpP
o POP.AccessAsApp

Ponownie zatwierdzamy przyciskiem ,,Add permissions”.

Na zakonczenie konfiguracji osoba z uprawnieniami administratora w Azure Active
Directory musi wyrazi¢ zgode na korzystanie z danych uprawnien przyciskiem
Grant admin consent. Jezeli ta opcja jest nieaktywna, nalezy skontaktowac sie z
wtascicielem konta z odpowiednimi prawami.

Add a permission  ~" Grant admin consent

3. Konfiguracja po stronie Wizlink Designer

W aktywnosciach zwigzanych z obstugg maili dodana zostata nowa sekcja
odpowiedzialna za OAuth. Zgodnie z konfiguracjg z pierwszego punktu, na
przyktadzie aktywnosci ,Get Email Count”, wypetnione wartosci powinny wygladac

tak:

Selected element properties

B Misc |
Alternative Sce..

|Get Email Count Micru:-s:::-f'ti |

B OAuth
Application 1D "163aa731-3283-4d40-8baa-37f0ebbbdcbl” |I|
Client Secret Enter a VB expression E
Provider Microsoft
Tenant Id "cd022cfb-8386-4b29-9780-67af45aa38dc” |I|
Use OAuth
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Nalezy zwrdcic uwage, ze w przypadku OAuth Microsoftu, pole Client Secret
powinno pozostac puste - jest ono wymagane w przypadku innych ustugodawcow
uwierzytelniania OAuth. Pozostate pola w aktywnosci nalezy skonfigurowac tak jak
do tej pory.
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